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RECORDING MEDIUM, MOBILE
ELECTRONIC DEVICE, AND OPERATION
CONTROL METHOD

CROSS-REFERENCE TO RELATED
APPLICATION

This application is based upon and claims the benefit of
priority of the prior Japanese Patent Application No. 2012-
197866, filed on Sep. 7, 2012, the entire contents of which
are incorporated herein by reference.

FIELD

The embodiments discussed herein are related to a mobile
electronic device, a recording medium and an operation
control method.

BACKGROUND

In recent years, authentication systems for mobile elec-
tronic devices using handwriting traces have been disclosed.
For example, the screen of a display unit of a mobile
electronic device is lighted down when a screen lighting-
down operation of the display unit is detected or when the
duration of non-operating time continues for a time period
equal to or greater than a predetermined time period.

For example, if the duration of non-operating time has
continued for a time period equal to or greater than a
predetermined time period while an application screen is
screen-displayed on the display unit of a mobile electronic
device, the screen of the display unit is lighted down.
Afterward, when the screen of the display unit of the mobile
electronic device is lighted up again and, when a user’s
recovery operation for displaying the application screen
again is detected, an authentication screen is displayed on
the screen in an operation-locked state where information
referencing and operation reception via the application
screen are not allowed. Accordingly, as the mobile electronic
device shifts to the operation-locked state, user’s incorrect
operations on the mobile electronic device or unauthorized
operations by a third party can be prevented.

Furthermore, in the mobile electronic device, if a user is
authenticated in response to an authentication operation on
the authentication screen, the operation-locked state is can-
celed and the application screen is displayed again. As a
result, information referencing and operation reception on
the application screen of the mobile electronic device are
allowed for the user. Japanese Laid-open Patent Publication
No. 2010-266997

In mobile electronic devices, however, if the duration of
non-operating time has continued for a time period equal to
or greater than a predetermined time period, for example,
when the application screen of a map application is dis-
played, the display unit is lighted down and then the
authentication screen is displayed in response to a user’s
recovery operation. After the screen of the display unit is
lighted down, the application screen is displayed again so
that the application screen can be continuously used; how-
ever, every time this happens, the user of the mobile
electronic device needs to perform an authentication opera-
tion on the authentication screen, i.e., perform an operation
for canceling the operation-locked state.

SUMMARY

According to an aspect of an embodiment, a mobile
electronic device includes a processor. The processor
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2

executes a process. The process includes referring to a
storage that stores identification information on a per-appli-
cation basis, the identification information indicating
whether an authentication screen is to be screen-displayed in
a foreground window of a display, and acquiring from the
storage identification information that corresponds to a
current application in response to a predetermined com-
mand. The process includes determining whether the
authentication screen is to be screen-displayed in the fore-
ground window on the basis of the acquired identification
information. The process includes controlling changing of a
screen in the foreground window on the basis of a result of
the determination.

The object and advantages of the invention will be
realized and attained by means of the elements and combi-
nations particularly pointed out in the claims.

It is to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are not restrictive of the inven-
tion, as claimed.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is an explanatory diagram that illustrates an
example of a mobile terminal according to a first embodi-
ment;

FIG. 2 is an explanatory diagram that illustrates an
example of an app table;

FIG. 3 is an explanatory diagram that illustrates an
example of a screen position table;

FIG. 4 is an explanatory diagram that illustrates an
example of an operation definition table;

FIG. 5 is an explanatory diagram that illustrates an
example of an app list display;

FIG. 6 is an explanatory diagram that illustrates an
example of the operation transition of an operation screen
screen-displayed on a display unit;

FIG. 7 is an explanatory diagram that illustrates an
example of the operation transition of the screen position
table;

FIG. 8 is a flowchart that illustrates an exemplary opera-
tion of a processor in relation to an app setting process;

FIG. 9 is a flowchart that illustrates an exemplary opera-
tion of the processor in relation to a screen control process;

FIG. 10 is a flowchart that illustrates an exemplary
operation of the processor in relation to an operation control
process;

FIG. 11 is an operation sequence that illustrates an exem-
plary operation of the mobile terminal in relation to a screen
control process;

FIG. 12 is an operation sequence that illustrates an
exemplary operation of the mobile terminal in relation to an
operation control process;

FIG. 13 is an explanatory diagram that illustrates an
example of an operation definition table in the mobile
terminal according to a second embodiment;

FIG. 14 is a flowchart that illustrates an exemplary
operation of the processor in relation to an operation control
process according to the second embodiment; and

FIG. 15 is an explanatory diagram that illustrates an
information processing apparatus that performs an operation
control program.

DESCRIPTION OF EMBODIMENTS

Preferred embodiments of the present invention will be
explained with reference to accompanying drawings.
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The disclosed technology is not limited to the embodi-
ments. The following embodiments may be combined as
appropriate to the extent that there is no contradiction.

[a] First Embodiment

FIG. 1 is an explanatory diagram that illustrates an
example of a mobile terminal 1 according to a first embodi-
ment. The mobile terminal 1 illustrated in FIG. 1 is, for
example, a mobile phone, such as a smartphone. The mobile
terminal 1 includes an antenna 11, a wireless unit 12, a
speaker 13, a microphone 14, an audio input/output unit 15,
a display unit 16, a touch input unit 17, and a key operating
unit 18. The mobile terminal 1 further includes a storage unit
19 and a processor 20. The storage unit 19 includes a RAM
(Random Access Memory) 21 and a ROM (Read Only
Memory) 22.

The wireless unit 12 transmits and receives wireless
signals via the antenna 11. The audio input/output unit 15
performs audio processing on sound collected by the micro-
phone 14 and also performs audio processing on audio
signals included in the wireless signals received via the
wireless unit 12 and then outputs the sound from the speaker
13. The display unit 16 is an output interface that screen-
displays various types of information, such as an application
(hereafter, simply referred to as app) screen, or the like. The
touch input unit 17 is an input interface that detects a touch
operation on the screen of the display unit 16. The key
operating unit 18 is an input interface that detects a key
operation of the mobile terminal 1.

The RAM 21 is a memory area that stores therein various
types of information. The RAM 21 stores therein an app
table 31, a screen position table 32, and an operation
definition table 33. The ROM 22 stores therein various types
of programs, such as an operation control program. The
processor 20 performs overall control of the mobile terminal
1. The processor 20 reads an operation control program
stored in the ROM 22 and executes processes of various
functions in accordance with the read operation control
program.

FIG. 2 is an explanatory diagram that illustrates an
example of the app table 31. The app table 31 illustrated in
FIG. 2 manages an app ID 31A and a reference flag 31B that
are related to each other. The app ID 31A is identification
information that identifies an app. The reference flag 31B is
identification information that indicates whether information
on the app screen is referable with respect to the app even
when in an operation-locked state. The operation-locked
state is, for example, a state in which an operation-unlock
app screen (authentication screen) is screen-displayed in the
foreground window of the display unit 16 so that any
operation except for an unlock operation (authentication
operation) is not receivable on the operation-unlock app
screen or information is not allowed to be referred to. The
processor 20 shifts to an operation-locked state when a
lighting-down operation is detected or when the duration of
non-operating time continues for a time period equal to or
greater than a predetermined time period.

The processor 20 refers to the app table 31 and, if the
reference flag 31B in the app table 31 is “referable”, it is
determined with respect to the app that information on the
app screen can be referred to even in the operation-locked
state. Furthermore, the processor 20 refers to the app table
31 and, if the reference flag 31B in the app table 31 is “not
referable”, it is determined with respect to the app that the
app and the information on the app screen are not referable
in the operation-locked state. If the app ID 31A is for
example a map app, the processor 20 determines that the
reference flag 31B for the map app is “referable”. Moreover,
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if the app ID 31A is an online shopping app, the processor
20 determines that the reference flag 31B for the online
shopping is “not referable”.

FIG. 3 is an explanatory diagram that illustrates an
example of the screen position table 32. The screen position
table 32 illustrated in FIG. 3 manages a screen position 32A
of the display unit 16 and an app ID 32B that are related to
each other. The screen position 32A is the screen position of
a foreground window or background window of the display
unit 16. The foreground window corresponds to a screen
window in the foreground of the display unit 16. The
background window is a screen window behind the fore-
ground among the display screens of the display unit 16.

The processor 20 refers to the screen position table 32
illustrated in FIG. 3, thereby recognizing a status in which
the app screen of the map app is screen-displayed in the
foreground window of the display unit 16 and in which the
screen-unlock app screen is screen-displayed in the back-
ground window of the display unit 16. If, for example, the
screen-unlock app screen is screen-displayed in the fore-
ground window, the processor 20 shifts to an operation-
locked state where an operation is not receivable except for
an unlock operation for unlocking the screen and where
information on the app screen of the map app is not
referable.

FIG. 4 is an explanatory diagram that illustrates an
example of the operation definition table 33. The operation
definition table 33 illustrated in FIG. 4 manages an operation
type 33A and an operation flag 33B that are related to each
other. The operation definition table 33 contains definitions
on the operation types indicating whether an operation is
receivable or not in an operation-locked state. The operation
type 33A identifies an operation type. The operation type
33A includes, for example, a touch panel operation, key
operation, screen transition, file referencing, external con-
nection, communication, and the like. The touch panel
operation corresponds to an input operation of the touch
input unit 17 and is for example a scrolling operation,
zoom-in or zoom-out operation, or the like, on the app
screen of the map app. The key operation is an input
operation of the key operating unit 18. The screen transition
is a screen switching operation. The file referencing is an
operation to refer to a different file. The external connection
is an operation to connect to a different external device. The
communication is for example a communication operation
using the wireless unit 12. The operation flag 33B is
identification information for each operation type 33A that
identifies “operable”, where an operation is receivable in the
operation-locked state, or “not operable”, where an opera-
tion is not receivable in the operation-locked state.

The processor 20 refers to the operation definition table
33 illustrated in FIG. 4 and, if the operation type 33A is for
example “touch panel operation”, the processor 20 deter-
mines that the operation flag 33B is “operable” and deter-
mines that the operation is receivable. Furthermore, the
processor 20 refers to the operation definition table 33 and,
if the operation type 33A is, for example, “key operation”,
the processor 20 determines that the operation flag 33B is
“not operable” and determines that the operation is not
receivable.

FIG. 5 is an explanatory diagram that illustrates an
example of an app list display. The processor 20 screen-
displays a list of apps that are currently available in the
mobile terminal 1 as an app list display on the display unit
16. The app list includes a check box 16B for each app name
16A by which a setting is made to determine whether
information on the app screen is allowed to be referred to in
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an operation-locked state. A user views the app list screen-
displayed on the display unit 16 and, by checking or not
checking the check box 16B, registers the settings in the app
table 31 on the apps as to whether information is referable
when in an operation-locked state.

FIG. 6 is an explanatory diagram that illustrates an
example of the operation transition of the operation screen
screen-displayed on the display unit 16. FIG. 6(A) illus-
trates, for example, an app screen of a map app. A user can
view the app screen and refer to the information on the app
screen. FIG. 6(B) illustrates a screen in a screen-off state
(lighting-down state) obtained by lighting down the display
unit 16 in response to a lighting-down command. FIG. 6(C)
illustrates an operation-restricted app screen of the map app
in response to a recovery operation. The recovery operation
is a re-lighting operation to shift from a screen-off state to a
screen-on state. The operation-restricted app screen is an app
screen of an app for which operations are restricted in an
operation-locked state. The processor 20 screen-displays an
operation-restricted app screen in the foreground window of
the display unit 16 and screen-displays a screen-unlock app
screen in the background window. Status information indi-
cating an operation-restricted app screen is located in the
upper section of the app screen illustrated in FIG. 6(C). A
user views the status information so as to recognize that the
screen is an operation-restricted app screen. FIG. 6(D)
illustrates a screen-unlock app screen. The processor 20
screen-displays a screen-unlock app screen in the fore-
ground window of the display unit 16. The processor 20 is
in a state where an unlock operation for unlocking the screen
can be received.

As illustrated in FIG. 6(A), the processor 20 screen-
displays the app screen of the map app in the foreground
window of the display unit 16. As illustrated in FIG. 6(B),
the processor 20 lights down (i.e. turns off) the display unit
16 in response to a lighting-down command so as to obtain
the off screen. The lighting-down command is a command
started, for example, when the duration of non-operating
time continues for a time period equal to or greater than a
predetermined time period or when a screen lighting-down
operation is detected. As illustrated in FIG. 6(C), the pro-
cessor 20 screen-displays the app screen of the map app in
the foreground window and also screen-displays the screen-
unlock app screen in the background window. At that time,
status information is screen-displayed in the upper section of
the foreground window. As a result, a user views the status
information so as to recognize that the screen is an opera-
tion-restricted app screen.

When detecting an operation which is receivable on the
operation-restricted app screen, the processor 20 executes a
command on the basis of the operation type. Furthermore,
when detecting an operation that is not receivable on the
operation-restricted app screen, the processor 20 screen-
displays the screen-unlock app screen in the foreground
window, as illustrated in FIG. 6(D), and also screen-displays
the app screen of the map display in the background win-
dow. As the processor 20 screen-displays the screen-unlock
app screen in the foreground window, a state is obtained
such that an operation except for an unlock operation is not
receivable or information on the app screen of the map app
is not referable.

FIG. 7 is an explanatory diagram that illustrates an
example of the operation transition of the screen position
table 32. In the case of the state illustrated in FIG. 6(A), the
screen position table 32 illustrated in FIG. 7(A) registers the
app 1D 32B of the map app in the “foreground” of the screen
position 32A. If there is no app in the background window,
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the app ID 32B is not registered in the “background” of the
screen position 32A. Moreover, in the case of the state
illustrated in FIG. 6(C), the screen position table 32 illus-
trated in FIG. 7(B) registers the app ID 32B of the map app
in the “foreground” and registers the app ID 32B of the
screen unlock in the “background”. Furthermore, in the case
of'the state illustrated in FIG. 6(D), the screen position table
32 illustrated in FIG. 7(C) registers the app 1D 32B of the
screen unlock in the “foreground” and registers the app 1D
32B of the map app in the “background”.

Next, an explanation is given of an operation of the
mobile terminal 1 according to the first embodiment. FIG. 8
is a flowchart that illustrates an exemplary operation of the
processor 20 in relation to an app setting process. The app
setting process illustrated in FIG. 8 is a process of setting
and registering the reference flag 31B for each app ID 31A
in the app table 31 in response to a user’s setting operation.

With reference to FIG. 8, the processor 20 determines
whether an app setting command has been detected (Step
S11). The app setting command is started in response to a
user’s predetermined operation. If an app setting command
has been detected (Yes at Step S11), the processor 20
screen-displays the app list illustrated in FIG. 5 on the
display unit 16 (Step S12). A user views the app list so as to
be aware of all of the apps on the mobile terminal 1. The
processor 20 determines whether an operation for selecting
an information-referred-to app from the screen-displayed
app list has been detected (Step S13). The app selecting
operation corresponds to, for example, an operation of
checking the check box 16B that is associated with the app
name 16A of the information-referred-to app for which
information on the app screen is referable even in an
operation-locked state, the app name 16A being included in
the app names 16A of the app list.

If an operation for selecting an information-referred-to
app has been detected (Yes at Step S13), the processor 20
sets and registers the app ID 31A of the selected app and the
reference flag 31B in the app table (Step S14). As a result,
a user can easily register an information-referred-to app.

After setting and registering the app ID 31A and the
reference flag 31B in the app table 31, the processor 20
determines whether a stop command for the app settings has
been detected (Step S15). A stop command for the app
settings is started in response to a user’s stop operation. If a
stop command for the app settings has been detected (Yes at
Step S15), the processor 20 stops the operation illustrated in
FIG. 8.

If an app setting command has not been detected (No at
Step S11), the processor 20 stops the operation illustrated in
FIG. 8. Further, if an operation of selecting an app has not
been detected (No at Step S13), the processor 20 proceeds
to Step S13 so as to determine whether an operation of
selecting an app has been detected. Furthermore, if a stop
command for the app settings has not been detected (No at
Step S15), the processor 20 proceeds to Step S12 so as to
screen-display a list of apps.

In the app setting process illustrated in FIG. 8, the
processor 20 screen-displays a list of apps and, in response
to a selecting operation, sets and registers an app for which
information can be referred to even in an operation-locked
state. As a result, a user can freely set and register an app for
which information is referable even when in an operation-
locked state among the apps on the mobile terminal 1.

FIG. 9 is a flowchart that illustrates an exemplary opera-
tion of the processor 20 in relation to a screen control
process. The screen control process illustrated in FIG. 9 is a
process for, when the screen is lighted down in response to
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a lighting-down command while the current app screen is
screen-displayed, controlling the changing of an app screen
in accordance with the result of a determination as to
whether information on the current app is referable.

With reference to FIG. 9, after starting an app (Step S21),
the processor 20 screen-displays the app screen in the
foreground window of the display unit 16 (Step S22). After
screen-displaying the app screen in the foreground window,
the processor 20 sets and registers the app ID 32B identi-
fying the started app in the “foreground” of the screen
position 32A of the screen position table 32 (Step S23). The
processor 20 determines whether a lighting-down command
has been detected (Step S24).

If a lighting-down command has been detected (Yes at
Step S24), the processor 20 acquires the app ID 32B in the
“foreground” of the screen position table 32 (Step S25).
Furthermore, the processor 20 refers to the app table 31 so
as to acquire the reference flag 31B that is associated with
the app ID 31A in the “foreground” (Step S26).

The processor 20 acquires the reference flag 31B that is
associated with the app ID 31A in the “foreground” and, in
accordance with the acquired reference flag 31B, determines
whether information on the app screen of the appropriate
app is referable (Step S27). If information on the app screen
of the appropriate app is referable (Yes at Step S27), the
processor 20 lights down the display unit 16 (Step S28) and
then terminates the operation illustrated in FIG. 9. If infor-
mation on the app screen of the appropriate app is referable,
the processor 20 registers the app 1D of the appropriate app
in the “foreground” of the screen position table 32 and also
registers the app ID of the screen unlock in the “back-
ground”.

If a lighting-down command has not been detected (No at
Step S24), the processor 20 proceeds to Step S24 so as to
determine whether a lighting-down command has been
detected.

If information on the app screen of the appropriate app is
not referable (No at Step S27), the processor 20 sets the app
screen of the screen unlock in the foreground window (Step
S29) and then proceeds to Step S28 so as to light down the
screen of the display unit 16. Furthermore, if information on
the app screen of the appropriate app is not referable, the
processor 20 registers the app ID of the screen unlock in the
“foreground” of the screen position table 32 and also reg-
isters the app ID of the appropriate app in the “background”.

In the screen control process illustrated in FIG. 9, the
processor 20 refers to the reference flag of the current app in
response to a lighting-down command and, if information on
the app screen is referable, sets the app 1D of the appropriate
app in the “foreground”, and then lights down the screen of
the display unit 16.

Moreover, if information on the app screen is not refer-
able, the processor 20 sets the app ID of the screen unlock
in the “foreground” and lights down the screen of the display
unit 16.

FIG. 10 is a flowchart that illustrates an exemplary
operation of the processor 20 in relation to an operation
control process. The operation control process illustrated in
FIG. 10 is a process of restricting reception of operations of
the mobile terminal 1 upon re-lighting while the screen of
the display unit 16 is lighted down in an operation-locked
state.

With reference to FIG. 10, the processor 20 determines
whether a lighting-up command has been detected while the
screen of the display unit 16 is lighted down in an operation-
locked state (Step S41). If a lighting-up command has been
detected (Yes at Step S41), the processor 20 acquires the app
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1D 32B in the “foreground” of the screen position table 32
(Step S42). The processor 20 determines whether the app 1D
32B in the “foreground” of the screen position table 32 is the
screen unlock (Step S43).

If the app ID in the “foreground” of the screen position
table 32 is not the screen unlock (No at Step S43), the
processor 20 acquires the reference flag 31B that is associ-
ated with the appropriate app ID 31A in the app table 31
(Step S44). If the processor 20 acquires the reference flag
31B that is related to the appropriate app 1D 31A in the app
table 31, the processor 20 determines whether information
on the app screen of the appropriate app is referable in
accordance with the acquired reference flag 31B (Step S45).

If information on the app screen of the appropriate app is
referable (Yes at Step S45), the processor 20 determines
whether a new operation has been detected (Step S46). If a
new operation has been detected (Yes at Step S46), the
processor 20 acquires the operation flag 33B that is related
to the operation type 33A of the detected operation in the
operation definition table 33 (Step S47). The processor 20
determines whether the appropriate operation is receivable
in accordance with the acquired operation flag 33B (Step
S48).

If the appropriate operation is receivable (Yes at Step
S48), the processor 20 performs the appropriate operation
(Step S49) and then proceeds to Step S46 so as to determine
whether a new operation has been detected. Accordingly, the
processor 20 refers to the operation definition table 33 and
receives a touch panel operation, for example a scrolling
operation, Zoom-in or zoom-out operation, or the like, on the
operation-restricted app screen of the map app.

If a lighting-up command has not been detected (No at
Step S41), the processor 20 terminates the operation illus-
trated in FIG. 10. Furthermore, if the app ID 32B in the
“foreground” of the screen position table 32 is the screen
unlock (Yes at Step S43), the processor 20 terminates the
operation illustrated in FIG. 10. As a result, the processor 20
waits for input of an unlock operation on the app screen of
the screen unlock. Moreover, if information on the app
screen of the appropriate app is deemed not referable on the
basis of the reference flag 31B (No at Step S45), the
processor 20 terminates the operation illustrated in FIG. 10.

If a new operation has not been detected (No at Step S46),
the processor 20 proceeds to Step S46 so as to determine
whether a new operation has been detected. If the appropri-
ate operation is not receivable on the basis of the operation
flag (No at Step S48), the processor 20 sets the app screen
of the screen unlock in the foreground window (Step S50)
and then terminates the operation illustrated in FIG. 10. The
processor 20 registers the app ID 32B of the screen unlock
in the “foreground” of the screen position table 32 and also
registers the app ID 32B of the appropriate app in the
“background”.

In the operation control process illustrated in FIG. 10, the
processor 20 detects re-lighting while the screen is lighted
down in an operation-locked state and, if the app screen in
the foreground is an app screen other than that of the screen
unlock, acquires the reference flag of the app. If information
on the current app screen is deemed referable on the basis of
the reference flag, and if a new operation is detected, the
processor 20 refers to the operation flag that is associated
with the operation type. The processor 20 then restricts
reception of operations on the basis of the operation flag that
is associated with the operation type. As a result, a user can
refer to information on the app screen even when in an
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operation-locked state. Furthermore, a user can carry out
only “operable” operations on the app screen even in an
operation-locked state.

If an “operable” operation is detected when an operation-
restricted app screen is screen-displayed in an operation-
locked state, the processor 20 receives the “operable” opera-
tion. As a result, a user can carry out “operable” operations
on the app screen even in an operation-locked state.

If an “inoperable” operation is detected when an opera-
tion-restricted app screen is screen-displayed in an opera-
tion-locked state, the processor 20 screen-displays the app
screen of the screen unlock in the foreground window
without receiving the inoperable operation. Accordingly, the
screen-unlock app screen enables a shift to an operation-
locked state, whereby a user can prevent unauthorized
operations being performed by a third party.

FIG. 11 is an operation sequence that illustrates an exem-
plary operation of the mobile terminal 1 in relation to a
screen control process. A key control function 20A, a screen
lock function 20B, an app control function 20C, and a screen
unlock function 20D, all illustrated in FIG. 11, are functions
executed by the processor 20. When detecting an input
operation of a screen lighting-down key in the key operating
unit 18 (Step S61), the key control function 20A starts a
lighting-down command and instructs the screen lock func-
tion 20B to start screen lock control (Step S62). The screen
lock function 20B instructs the app control function 20C to
unlock the screen and check the screen display allowability
in response to the instruction for the start of screen lock
control (Step S63).

When detecting the screen display allowability check, the
app control function 20C refers to the screen position table
32 so as to check the app ID 32B that is related to the
“foreground” of the screen position table (Step S64). When
the app control function 20C checks the app ID 32B, the app
control function 20C refers to the app table 31 so as to
determine whether information on the app screen of the
appropriate app with the app ID 31A in the app table 31 is
referable (Step S65). If information on the app screen of the
appropriate app is referable (Yes at Step S65), the processor
20 lights down the screen of the display unit 16 while
keeping the app screen of the appropriate app currently
displayed on the display unit 16 (Step S66).

If information on the app screen of the appropriate app is
not referable (No at Step S65), the screen unlock function
20D instructs the display unit 16 to screen-display the app
screen of the screen unlock in the foreground window of the
display unit 16 (Step S67). At this point, the screen unlock
function 20D registers the app ID 32B of the screen unlock
in the “foreground” of the screen position table 32 and also
registers in the “background” the app ID 32B that is previ-
ously registered in the “foreground”. The display unit 16
then screen-displays the app screen of the screen unlock in
the foreground window (Step S68). The processor 20 then
proceeds to Step S66 so as to light down the screen of the
display unit 16.

FIG. 12 is an operation sequence that illustrates an
exemplary operation of the mobile terminal 1 in relation to
an operation control process. When detecting an input
operation of a screen lighting-up key in the key operating
unit 18 (Step S71), the key control function 20A starts a
lighting-up command so as to light up the display of the
display unit 16 (Step S72). After the screen of the display
unit 16 is lighted up, the screen lock function 20B refers to
the screen position table 32 and the app table 31. If the app
1D of the app screen in the “foreground” is “referable” (Yes
at Step S73), the screen lock function 20B gives to the
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display unit 16 a request for operation-restricted display of
the app screen displayed in the foreground window (Step
S74). When detecting the request for operation-restricted
display, the display unit 16 screen-displays status informa-
tion on the restricted app screen (Step S75).

When detecting a key input (Step S76), the key control
function 20A notifies the screen lock function 20B of the
operation type (contents) that corresponds to the key opera-
tion (Step S77). The screen lock function 20B refers to the
operation definition table 33 so as to refer to the operation
flag 33B that is related to the operation type 33A of the
appropriate key operation (Step S78). The screen lock
function 20B determines whether the operation flag 33B that
is related to the operation type 33A of the appropriate key
operation is “operable” (Step S79). If the operation flag 33B
that is related to the operation type 33A of the appropriate
key operation is “operable” (Yes at Step S79), the screen
lock function 20B receives the appropriate key operation.

If the operation flag 33B that is related to the operation
type 33A of the appropriate key operation is “inoperable”
(No at Step S79), the screen lock function 20B gives to the
screen unlock function 20D a request to start the app screen
of the screen unlock (Step S80). When detecting the start
request, the screen unlock function 20D gives a request to
screen-display the app screen of the screen unlock in the
foreground window of the display unit 16 (Step S81). In
response to the display request, the display unit 16 screen-
displays the screen-unlock app screen in the foreground
window (Step S82). The screen unlock function 20D regis-
ters the app ID 32B of the screen unlock in the “foreground”
of the screen position table 32 and registers the app ID 32B
of the app screen in the “background”.

The processor 20 according to the first embodiment refers
to the app table 31 and, in response to a lighting-down
command, acquires the reference flag 31B that is related to
the current app. Furthermore, on the basis of the acquired
reference flag 31B, the processor 20 determines whether the
app screen of the operation unlock is to be screen-displayed
in the foreground window instead of the current app screen.
In accordance with the result of the determination, the
processor 20 controls the changing of the screen in the
foreground window. As a result, in the case of a referable
app, a user can view information on the app screen even
when in an operation-locked state. Moreover, there is no
need to perform an operation unlock operation even in an
operation-locked state, whereby it is possible to reduce the
workload when continuously using the app screen.

If it is determined that the app screen is to be screen-
displayed in the foreground window, the processor 20
screen-displays the app screen in the foreground window
and also restricts operations on the mobile terminal 1 in
accordance with the operation flag in the operation definition
table 33. As a result, a user can view information on the app
screen and carry out some operations even when in an
operation-locked state.

When the processor 20 detects an operation other than an
allowed operation while operations are restricted in accor-
dance with the operation flag in the operation definition table
33, the processor 20 screen-displays the app screen of the
operation unlock in the foreground window. As a result, it is
possible to prevent unauthorized operations, or the like,
performed by a third party and to improve security.

The processor 20 limits reception of operations on the
mobile terminal 1 on the basis of the operation definition
table 33 that manages the limitation details for each opera-
tion type of the mobile terminal 1. Accordingly, the mobile
terminal 1 refers to the details of the operation definition
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table 33 so as to limit reception of operations on the mobile
terminal 1 in an operation-locked state.

Even if the screen shifts to an operation-locked state due
to the screen lighting down while a user views information
on the app screen, the operation-locked state is maintained
upon subsequent re-lighting and, without performing an
operation of canceling the operation-locked state, the user
can view the pervious app screen before the operation-
locked state.

In the above-described first embodiment, the operation
definition table 33 is managed by associating each operation
type of the mobile terminal 1 with “operable” or “inoper-
able”; however, it may be managed by associating each
operation type with “operable” or “inoperable” on a per-app
basis. An embodiment in such a case will be explained
below as a second embodiment. The same components as
those of the mobile terminal 1 according to the first embodi-
ment are denoted by the same reference numerals, and
explanations are omitted for duplicated components and
operations.

[b] Second Embodiment

FIG. 13 is an explanatory diagram that illustrates an
example of the operation definition table 33 in the mobile
terminal 1 according to a second embodiment. An operation
definition table 40 illustrated in FIG. 13 is managed by
relating each operation type 42 to an operation flag 43 on a
per-app 41 basis. The app 41 includes for example a map, a
browser, music, a recipe, picture drawing, a game, or the
like. The operation type 42 includes for example touch panel
operation, key operation, screen transition, file referencing,
external connection, communication, or the like. The opera-
tion flag 43 is an identifier that identifies “operable” or
“inoperable” when in an operation-locked state.

The processor 20 refers to the operation definition table
40 illustrated in FIG. 13 and, if the app 41 is for example
“map”, the processor 20 recognizes that the operation flag 43
of a touch panel operation is “operable”, and the operation
flag 43 of a key operation, screen transition, file referencing,
external connection, and communication is “inoperable”.

If the app 41 is for example “game”, the processor 20
recognizes that the operation flag 43 of a touch panel
operation, key operation, and screen transition is “operable”,
and the operation flag 43 of file referencing, external con-
nection, and communication is “inoperable”.

If the processor 20 detects an operation on the app screen
for which operations are restricted in an operation-locked
state, the processor 20 refers to the operation definition table
40 and refers to the operation flag 43 of the appropriate
operation type 42 that is associated with the operation-
restricted app 41. The processor 20 refers to the operation
flag 43 of the appropriate operation type 42 so as to
determine whether the operation flag 43 of the appropriate
operation type 42 is “operable”.

Next, an explanation is given of an operation of the
mobile terminal 1 according to the second embodiment.
FIG. 14 is a flowchart that illustrates an exemplary operation
of the processor 20 in relation to an operation control
process according to the second embodiment. The operation
control process illustrated in FIG. 14 is a process to, when
reception of operations of the mobile terminal 1 is limited in
response to re-lighting while the screen of the display unit 16
is lighted down in an operation-locked state, limit reception
of operations in accordance with operation types on a
per-app basis.

With reference to FIG. 14, the processor 20 performs the
operation from Steps S41 to S46. If the processor 20 detects
an operation while operations are limited (Yes at Step S46),
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the processor 20 refers to the operation definition table 40
illustrated in FIG. 13 so as to acquire the operation flag 43
that is related to the operation type 42 of the appropriate app
41 in the operation definition table 40 (Step S47A). The
processor 20 then proceeds to Step S48 so as to determine
whether the appropriate operation type 42 is “operable” on
the basis of the operation flag 43.

If the processor 20 detects a “touch panel operation”
while operations are limited in, for example, a map app, the
processor 20 refers to the operation definition table 40
illustrated in FIG. 13. If the operation flag 43 that is
associated with the map app and a touch panel operation is
“operable” at Step S47A (Yes at Step S48), the processor 20
proceeds to Step S49 so as to perform the appropriate
operation.

Furthermore, if the processor 20 detects an “external
connection” while operations are limited in, for example, a
map app, the processor 20 refers to the operation definition
table 40 illustrated in FIG. 13. If the operation flag 43 that
is associated with the map app and an external connection is
“inoperable” at Step S47A (No at Step S48), the processor
20 proceeds to Step S50 so as to screen-display the screen
unlock in the foreground window of the display unit 16.

In the operation control process illustrated in FIG. 14, the
processor 20 detects re-lighting while the screen is lighted
down in an operation-locked state and, if the app screen in
the foreground is not the app screen of the screen unlock,
acquires the reference flag of the appropriate app. If infor-
mation on the current app screen is deemed referable on the
basis of the reference flag, and if a new operation is detected,
the processor 20 refers to the operation flag that is related to
the operation type of the current app. The processor 20 then
restricts reception of operations on the basis of the operation
flag that is related to the operation type. As a result, a user
can view information on the app screen even in an operation-
locked state. Furthermore, a user receives only “operable”
operations on the app screen even in an operation-locked
state. As an operation flag is set for each operation type on
a per-app basis, it is possible to limit the reception of
operations in a wide variety on a per-app basis.

If the processor 20 detects an “operable” operation when
screen-displaying the app screen for which operations are
restricted in an operation-locked state, the processor 20
receives the “operable” operation. As a result, a user can
carry out an “operable” operation on the app screen even
when in an operation-locked state.

If the processor 20 detects an “inoperable” operation
when screen-displaying the app screen for which operations
are restricted in an operation-locked state, the processor 20
does not receive the “inoperable” operation, but screen-
displays the app screen of the screen unlock in the fore-
ground window. Accordingly, the mobile terminal 1 shifts to
an operation-locked state by using the app screen of the
screen unlock, whereby prevention of unauthorized opera-
tions performed by a third party, or the like, and improve-
ment in security effectiveness are achieved for users.

The processor 20 according to the second embodiment
limits reception of operations on the mobile terminal 1 on
the basis of the details of the operation definition table 40
that manages the limitation details for each operation type of
the mobile terminal 1 on a per-app basis. Accordingly, the
mobile terminal 1 refers to the details of the operation
definition table 40 so as to limit reception of operations on
the mobile terminal 1 on a per-app basis in an operation-
locked state.

Although the mobile terminal 1 is for example a smart-
phone, or the like, in each of the above-described embodi-
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ments, it may be for example a mobile phone, portable
gaming terminal, tablet terminal, mobile terminal without a
communication function, or the like.

The details of the operation definition table 33 and the
operation definition table 40 according to the above-de-
scribed embodiments may be set and registered freely in
response to a user’s setting operation.

Components of each unit illustrated do not necessarily
need to be physically configured as illustrated in the draw-
ings. Specifically, specific forms of separation and combi-
nation of each unit are not limited to those depicted in the
drawings. It is possible that all or some of units may be
functionally or physically separated or combined in an
arbitrary unit depending on various types of loads or usage.

All or any of various processing functions performed by
each device may be implemented by a CPU (Central Pro-
cessing Unit) (or a microcomputer such as an MPU (Micro
Processing Unit), MCU (Micro Controller Unit), or the like).
It is obvious that all or any of various processing functions
may be implemented by programs analyzed and executed by
a CPU (or a microcomputer such as an MPU or MCU) or by
wired logic hardware.

An information processing apparatus performs prepared
programs so that various processes that have been described
in the embodiments may be performed. In the following, an
explanation is given of an example of an information
processing apparatus that performs a program that has the
same functionality as that in the above-described embodi-
ment. FIG. 15 is an explanatory diagram that illustrates an
information processing apparatus that performs an operation
control program.

An information processing apparatus 100 that executes
the operation control program illustrated in FIG. 15 includes
a ROM 110, a RAM 120, a processor 130, an operating unit
140, and a display unit 150.

The ROM 110 pre-stores therein an operation control
program that executes the same functionality as that in the
above-described embodiment. Instead of the ROM 110, an
operation control program may be recorded on a recording
medium readable by an undepicted drive. The recording
medium may be, for example, a portable recording medium
such as a CD-ROM, DVD disk, USB memory, or SD card,
or a semiconductor memory such as a flash memory. As
illustrated in FIG. 15, the operation control program
includes a reference program 110A, a determination pro-
gram 110B, and a control program 110C. The reference
program 110A, the determination program 110B, and the
control program 110C may be combined or separated as
appropriate.

A processor 130 reads the reference program 110A, the
determination program 110B, and the control program 110C
from the ROM 110 and executes each read program. As
illustrated in FIG. 15, the processor 130 performs the
reference program 110A, the determination program 110B,
and the control program 110C as a reference process 130A,
a determination process 130B, and a control process 130C.
A RAM 120 manages identification information on a per-
app basis, the identification information indicating whether
an authentication screen is to be screen-displayed in the
foreground window of a display unit 150.

The processor 130 refers to the RAM 120, which manages
identification information that indicates whether an authen-
tication screen is to be screen-displayed in the foreground
window of the display unit 150 on a per-app basis, and
acquires from the RAM 120 the identification information
that corresponds to the current app in response to a prede-
termined command. Furthermore, the processor 130 deter-
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mines whether the authentication screen is to be screen-
displayed in the foreground window in accordance with the
acquired identification information. Moreover, the processor
130 controls the changing of the screen in the foreground
window in accordance with the result of the determination.
Accordingly, if an authentication screen is not screen-dis-
played in the foreground window for the app, the app screen
is screen-displayed in the foreground window even in an
operation-locked state. Even in an operation-locked state,
there is no need to perform an unlock operation for canceling
the operation-locked state; therefore, it is possible to reduce
the workload when continuously using the app screen.

All examples and conditional language recited herein are
intended for pedagogical purposes of aiding the reader in
understanding the invention and the concepts contributed by
the inventors to further the art, and are not to be construed
as limitations to such specifically recited examples and
conditions, nor does the organization of such examples in
the specification relate to a showing of the superiority and
inferiority of the invention. Although the embodiments of
the present invention have been described in detail, it should
be understood that the various changes, substitutions, and
alterations could be made hereto without departing from the
spirit and scope of the invention.

What is claimed is:

1. A mobile electronic device comprising a processor,

wherein the processor executes a process comprising:

storing in a storage identification information on a per-
application basis, the identification information indi-
cating whether an authentication screen is to be dis-
played on a display;

acquiring from the storage identification information that

corresponds to an application displayed when the dis-
play is in a lighting-down condition in response to the
lighting-down condition being satisfied;

determining whether the authentication screen is to be

displayed on the basis of the acquired identification
information; and

controlling, when the display enters a re-lighted state, the

display to display the authentication screen or a screen
of the application, on the basis of a result of the
determination.

2. The mobile electronic device according to claim 1,
wherein the processor further executes, when it is deter-
mined that the authentication screen is not to be displayed,
limiting an operation on the mobile electronic device on the
basis of a predetermined condition while displaying the
screen of the application.

3. The mobile electronic device according to claim 2,
wherein the processor further executes, when an operation
other than an allowed operation is detected while an opera-
tion is limited on the basis of the predetermined condition,
displaying the authentication screen.

4. The mobile electronic device according to claim 2,
wherein the processor further executes limiting an operation
on the mobile electronic device on the basis of the prede-
termined condition, the predetermined condition managing a
limitation detail for each operation type of the mobile
electronic device.

5. The mobile electronic device according to claim 2,
wherein the processor further executes limiting an operation
on the mobile electronic device on the basis of the prede-
termined condition, the predetermined condition managing a
limitation detail for each operation type of the mobile
electronic device on a per-application basis.
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6. A non-transitory computer readable recording medium
having stored therein an operation control program causing
a mobile electronic device to execute a process comprising:

storing in a storage identification information on a per-

application basis, the identification information indi-
cating whether an authentication screen is to be dis-
played on a display;

acquiring from the storage identification information that

corresponds to an application displayed when the dis-
play is in a lighting-down condition in response to the
lighting-down condition being satisfied;

determining whether the authentication screen is to be

displayed on the basis of the acquired identification
information; and

controlling, when the display enters a re-lighted state, the

display to display the authentication screen or a screen
of the application, on the basis of a result of the
determination.

7. An operation control method that causes a mobile
electronic device to execute a process comprising:
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storing in a storage, using a processor of the mobile
electronic device, that stores identification information
on a per-application basis, the identification informa-
tion indicating whether an authentication screen is to be
displayed on a display;

acquiring from the storage, using the processor, identifi-
cation information that corresponds to an application
displayed when the display is in a lighting-down con-
dition in response to the lighting-down condition being
satisfied;

determining whether the authentication screen is to be
displayed on the basis of the acquired identification
information, using the processor; and

controlling, when the display enters a re-lighted state, the
display to display the authentication screen or a screen
of the application, on the basis of a result of the
determination, using the processor.
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